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AFRICA

Ethiopia’s arbitration law challenges

Tewodros Meheret, a senior lawyer at 
LEX Africa Ethiopian member, GETS 

Law Offices, and outgoing president of the 
Ethiopian Bar Association, made an opening 
address at the East African International 
Arbitration Conference (EAIAC) in Addis 
Ababa recently.

Arbitration, he told the delegates, is perceived 

as one of the alternative solutions to congestion in 

the court system and consequent delays in deliv-

ering justice. The success of arbitration is a func-

tion of several components, such as an enabling 

legal framework, qualified and dependable human 

resources and the institutional support needed to 

make it functional.

“Regrettably, Ethiopia does not currently have 

any of those components for the effective utilisa-

tion of arbitration or other forms of alternative 

dispute resolution,” said Meheret. “Disputes are 

inevitable and the state has an obligation to pro-

vide an efficient and credible forum for dispute 

resolution while lawyers have professional obliga-

tions in helping their clients to choose the most 

appropriate means of resolving differences.”

He went on to explain that in Ethiopia, the 

legal framework, which is mainly incorporated in 

the Civil and Civil Procedures Codes, has not 

been modernised and does not create an enabling 

legal infrastructure to make alternative dispute 

resolution effective. Currently, several questions 

are outstanding starting from deciding on the 

appropriate code or legislation to incorporate a 

new dispute resolution law to specific issues relat-

ing to, for instance, finality and binding effect of an 

award.

He also advised that a dispute resolution 

mechanism should take into account not only local 

needs but the needs and aspirations of foreign 

investors as well as regional integration and stand-

ards. “The proposals to reform the law have not 

yet become a reality although several draft laws 

were drawn up,” he said. “Contributions and 

advice from foreign colleagues adds value to the 

continuing reform effort, which is expected to 

address dispute resolution mechanisms.”

Meheret advised that another challenge is the 

lack of existing skills, experience and resources. 

Many senior lawyers who are appointed as arbi-

trators have no formal training in the field.

Another issue is that arbitration clauses are 

often not included in contracts which are amena-

ble to arbitration taking into account the relation-

ship of the parties and nature of the transaction. 

Even when arbitration is mentioned, the neces-

sary elements of an effective arbitration clause may 

be omitted. If the provision is not drafted meticu-

lously, it can itself become a ground for dispute 

rather than a remedy to the problem. 

Notwithstanding the delays and congested court 

rolls, businesses continue to lodge claims with the 

courts. One may speculate whether doing so is 

the best business option available. Further study 

needs to be undertaken on the efficiency of alter-

native dispute resolution in general and arbitration 

in particular in Ethiopia.

The courts support arbitration and we have 

become rather dependent on this. The assistance 

not only calls for execution and enforcement of 

the arbitral award but also with regard to the ini-

tiation of the arbitration process itself. It is quite 

common that a party becomes compelled to seek 

the assistance of the court due to the reluctance of 

the other party to appoint or cooperate in the 

appointment of an arbitrator.

A single arbitration institution linked to the 

Addis Ababa Chamber of Commerce strives to 

provide a forum for those who prefer institutional 

arbitration although there have been a few 

instances where an arbitration clause is stipulated 

in a contract but has not been fully relied on by the 

parties to the dispute.

LEX Africa is an alliance of law firms with over 

600 lawyers in 24 African countries formed in 1993. 

More information may be found on www.lexafrica.

com.

By Tewodros 
Meheret

GeTS Law office
Africa Avenu next to Ethiopian Investment Commission(EIC), 
Bedesta Building 2nd floor, Number 201, Addis Ababa, Ethiopia
T: (251) 911601079
Email: tewodros@getslaw.com
www.getslaw.com

“Disputes are inevitable 

and the state has an 

obligation to provide a 

forum, and lawyers have a 

professional obligation in 

helping their clients choose 

the most appropriate 

means of resolving 

differences”
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both tangible and intangible assets pursuant to 
the Guidelines on the Computation of 
Merger Notification Thresholds of the PCC.

In case the JV Partner intends to defer its 
contribution to the JV, the deferred contribu-
tion forms part in determining the amount of 
contribution to the JV, provided it is contem-
plated in the JV agreement. Should the JV 
Partners agree to transfer assets which consti-
tute successive contributions not included in 
the JV agreement, the subsequent transfer of 
assets contained in any subsequent agree-
ment within one (1) year from the JV agree-
ment shall be treated as part of the JV 
agreement. In case the JV Partners agree to 
transfer assets subject to conditions that may 
or may not occur, the JV Partners are required 
to notify the PCC within thirty (30) days from 
fulfilment of such condition.

PHILIPPINES

Last September 9, 2018, the Philippine 
Competition Commission (PCC) pub-

lished the Joint Venture Guidelines (JV 
Guidelines) aimed to help businesses deter-
mine when a joint venture shall be subject to 
compulsory notification pursuant to its power 
to issue guidelines on competition matters for 
the effective enforcement of the Philippine 
Competition Act (PCA).

Under Philippine setting, a joint venture 
(JV) may be formed through any of the fol-
lowing schemes, among others: a) incorpora-
tion of a new company; b) entering into a 
contractual JV; or c) acquiring shares in an 
existing JV entity. The JV Guidelines provided 
the basis for computation of the notification 
thresholds for JV transactions and declared 
that a transaction is notifiable when parties to 
a JV meet both the size of party test and size 
of transaction test.

Pursuant to the JV Guidelines, the size of 
party test is met when the aggregate annual 
gross revenues in, into or from the Philippines, 
or value of assets in the Philippines of the 
ultimate parent entity (UPE) of at least one of 
the acquiring or acquired entities, including 
that of all entities that the UPE directly or 
indirectly controls, exceeds P5 billion. On the 
other hand, under the size of transaction test, 
the JV is subject to compulsory notification 
when the aggregate value of the combined 
assets of the JV Partners in the Philippines or 
contributed into the proposed JV exceed P2 
billion, or the gross revenues generated in the 
Philippines by assets combined or contributed 
into the JV exceed P2 billion. In the case of 
the acquisition of shares in an existing JV 
entity, the JV Guidelines provide that the 
assets or gross revenues generated by such 
assets of the existing JV entity shall be included 
in determining the threshold. Assets refer to 

The PCC’s Joint Venture Guidelines

Angara Abello Concepcion Regala & Cruz Law Offices (ACCRALAW)
Tel: (632) 830 8000
E: morecto@accralaw.com
W: www.accralaw.com

to determine the strategic commercial deci-
sions of the JV (positive joint control), or to 
veto such strategic decisions (negative joint 
control), except for ordinary veto rights. Veto 
rights over specific decisions critical or essen-
tial for the JV in the particular market it oper-
ates or will operate may be an important 
element in establishing the existence of joint 
control. A joint control may manifest in differ-
ent forms such as equality in voting rights or 
appointment to decision-making bodies, veto 
rights, joint exercise of voting rights. However, 
equity ownership alone does not establish the 
presence or absence of joint control. The JV 
Guidelines recognise that although a JV 
Partner may hold a minority stake in the JV, he 
may still exercise substantial influence on the 
JV. In the acquisition of shares in an existing 
entity, there is no minimum percentage of 
shares that must be acquired to establish joint 
control.

It is worth noting that entities intending to 
form part of a JV are presumed to acquire 
joint control whether through the formation 
of the JV or through the acquisition of shares 
in an existing entity conferring joint control, 
post-transaction.

In the end, the PCC must strive to strike 
a balance — it must be encouraging and per-
missive enough to allow the emergence of 
pro-competitive JVs, while continuing to be 
the vanguard against activities and transactions 
that would stifle competition and harm con-
sumer welfare.

By Mara Kristina 
O Recto

“The JV Guidelines 

mandate that if joint 

control exists after 

completion of the 

transaction, the parties 

need to make a merger 

notification”

The views and opinions expressed in this 
article are those of the author. This article is 
for general informational and educational 
purposes only and not offered as and does 
not constitute legal advice or legal opinion.

(Note: This article first appeared in Business 
World, a newspaper of general circulation in the 
Philippines.)

The JV Guidelines mandate that if joint 
control exists after completion of the transac-
tion, the parties need to make a merger 
notification. Joint control, which may be 
established on a de jure or de facto basis, is 
the ability of the JV partners to substantially 
influence or direct the actions or decisions of 
the JV, and exists when an entity has the ability 

JURISDICTION UPDATES
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Labour law, as it is traditionally understood, 
modifies conventional contract law to 

protect workers by recognising the difference 
in power between the employer and the 
employee, as well as the unique characteris-
tics of labour contracts. In that sense, labour 
law presupposes a dichotomy between the 
employer and the employee. However, with 
the rise of the so-called Gig Economy, we see 
an increasing number of grey areas where 
that dichotomy cannot easily be applied.

Although each nation’s labour laws may 
contain somewhat different details, whether a 
person is considered an employee is essen-
tially determined by what may be termed 
subordinate labour relations. In a traditional 
relationship in which the employee performs 
the designated work at a time and place 
specified by the employer, the determination 
is fairly straightforward. But if we attempt to 
apply the conventional standards of labour law 
to the temporary or flexible relationships that 
characterise the Gig Economy, many ambi-
guities arise.

Recently, the California Supreme Court 
adopted the “ABC test” as a tool to determine 
the legal nature of workers in Dynamex 
Operations West, Inc v. Superior Court  of Los 
Angeles County, a class action involving deliv-
ery drivers who were reclassified as inde-
pendent contractors by their employer. 
Under the ABC test, a person is assumed to 
be a worker unless: A) the worker is free from 
the employer’s control or direction in per-
forming the work; B) the work takes place 
outside the usual course of the business of the 
company and off the site of the business; and 
C) customarily, the worker is engaged in an 
independent trade, occupation, profession or 
business. The above ruling is seen as a 
ground-breaking decision more favourable to 

workers than earlier laws. Observers are 
closely following whether the same legal prin-
ciple will affect wage lawsuits filed by Uber 
drivers both in the US and the UK.

In Korea, as a detailed criteria to deter-
mine whether there exists an employment 
relationship between a worker and an 
employer, the Supreme Court ruled in 1994 
that a number of different factors should be 
reviewed, focusing on substance rather than 
form, including (i) whether the person is gov-
erned by the rules of employment or other 
service (personnel) regulations; (ii) whether 
the person, while at work, is subject to spe-
cific and individual supervision or instructions 
by the employer; (iii) whether there exists any 
base or fixed salary given to the person in 
exchange for the work he/she has provided; 
(iv) whether the person who works is cov-
ered by employment insurance and health 
insurance; or (v) whether taxes are withheld 
by the employer on wage income. In 2006, 
the court instructed that those factors which 
an employer can control and may use to cre-
ate the appearance that a worker is not an 

SOUTH KOREA

The Gig Economy:
A challenge to conventional labour law

Poongsan Bldg. 23 Chungjeongro, Seodaemun-gu, Seoul 03737, Korea 
Tel: 82 2 2262 6288 / Fax: 82 2 2279 5020
E: hjcho@leeinternational.com
W: www.leeinternational.com

By Cho,Hyun-Jun

“If we attempt to apply

the conventional standards 

of labour law to 

the temporary or flexible 

relationships that 

characterise 

the Gig Economy, 

many ambiguities arise”

employee, such as by not withholding taxes 
or by not paying the worker’s four major 
social insurances, should be considered only 
secondarily as they are subject to manipula-
tion by an employer. The stance of the 
Supreme Court reflects the increasingly flexi-
ble forms of employment that have been 
evolving and may be seen as an emphasis on 
substantiality in determining whether the per-
son is an employee or an independent con-
tractor.

The courts may not be the best vehicle 
for dealing with the issues raised by the gig 
economy. A more comprehensive solution 
may require the enactment of new labour 
laws that strike a proper balance between the 
workers and the hiring companies

In Germany, such changes in technology 
and industrial structure are recognised in the 
concepts of Industry 4.0 (Industrie 4.0) and 
Work 4.0 (Arbeit 4.0), introduced by the 
Federal Ministry of Labour and Social Affairs as 
a framework for discussion of labour relations 
as a whole. The Ministry of Health, Labour 
and Welfare of Japan has also published a 
report titled 2035: The Way of Working in the 
Future in 2016, which discusses how to refine 
labour laws and labour policies to recognise 
the evolving way that work will be performed, 
especially work done with fewer time and 
space constraints. Korea’s Ministry of 
Employment and Labour is also continuing to 
discuss related matters.

The question of how to resolve these 
issues is becoming increasingly difficult as a 
result of the changes in the industrial structure 
brought about by the gig economy. However, 
until such issues are resolved in a new legal 
framework, the criteria that courts have used 
to date are likely to continue being applied, 
despite the difficulty. Both employers and 
workers should pay attention to these issues 
as they define their relations to avoid, as much 
as possible, unwelcome surprises in the 
future.

JURISDICTION UPDATES
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petition may be presented by the company, any 

creditor, any contributory or the Cayman Islands 

Monetary Authority (in certain circumstances). 

However, an application seeking the appointment 

of “soft touch” provisional liquidators to effect a 

restructuring may only be made by the company 

itself. While the presentation of a winding up peti-

tion is required to access the provisional liquida-

tion regime, provisional liquidation does not 

necessarily result in the formal winding up of the 

debtor company. Rather, where provisional liqui-

dation is used to support a successful financial 

restructuring where the debtor company survives, 

the end result is usually that the winding up peti-

tion is dismissed and the newly restructured 

company continues as a going concern. Provisional 

liquidation when used in a restructuring context in 

question that we are regularly asked by 

general counsel is what options are availa-

ble where a Cayman Islands holding company is 

facing an imminent debt crisis. In such circum-

stances, its board of directors must have regard to 

creditors’ interests as a whole when discharging 

their fiduciary duties and should ideally be engag-

ing with the company’s creditors in order to try 

and agree upon a consensual restructuring solu-

tion. However, such a consensual out-of-court 

process would typically require unanimous sup-

port (or acquiescence) from all of the company’s 

creditors and therefore the board may wish to 

consider alternative options to mitigate the risk 

that a disgruntled creditor may seek to disrupt any 

restructuring process by commencing winding up 

proceedings against the company.

One option would be for the company to 

petition the Cayman Islands courts (the “Court”) 

for a provisional liquidator to be appointed on a 

“soft touch” basis in order to implement the pro-

posed restructuring and to protect the company 

from creditor enforcement action or proceedings 

being commenced or continued without the 

leave of the Court. The moratorium that is trig-

gered on the appointment of provisional liquida-

tors provides breathing space for a company to 

negotiate with its stakeholders and implement a 

restructuring without the risk of the process being 

derailed by the actions of one or more dissenting 

creditors.

Under Cayman Islands law, a winding up 

Restructuring options in the Cayman Islands

By Sophie Kassam and 
Luke Petith

the Cayman Islands is therefore somewhat of a 

misnomer since the object of the proceedings is to 

typically rescue the company as a going concern 

rather than to liquidate and dissolve the company.

In a “soft touch” provisional liquidation, the 

provisional liquidators would typically work along-

side the existing directors to develop and propose 

a restructuring without completely displacing the 

directors’ powers. Ultimately, the order appoint-

ing the provisional liquidators will clearly set out 

which powers the provisional liquidators are able 

to exercise (often limited to oversight of the pro-

gress of the restructuring and reporting to the 

Court and the company’s creditors) and which 

powers will be retained by the directors. The 

Court is generally flexible in allowing sufficient time 

for the provisional liquidators to consider whether 

a restructuring is capable of being agreed and 

implemented.

It is proposed that a new Court supervised 

restructuring moratorium regime will be in force 

in the Cayman Islands by the end of 2018. The 

process would allow a company to petition for the 

appointment of restructuring officers to obtain a 

stand-alone restructuring moratorium (separate 

from the winding up regime) thereby offering 

companies with more avenues by which to ben-

efit from an automatic stay on claims.

In the meantime, “soft touch” provisional liq-

uidation is an extremely helpful tool for any 

Cayman Islands company that is considering its 

options in the face of a possible default, and pro-

vides a formal Court-led process, and statutory 

protection, in order to effectively restructure its 

debt and continue as a going concern.

“In a “soft touch” 
provisional liquidation,

the provisional liquidators 
would typically work 
alongside the existing 

directors to develop and 
propose a restructuring 

without completely 
displacing the directors’ 

powers”

Walkers (Dubai) LLP, registered with DFSA
PO Box 506513, Level 14, Burj Daman, Dubai International Financial Centre, Dubai, UAE
Tel : (971) 4 363 7919, (971) 4 363 7926 
E: sophie.kassam@walkersglobal.com • luke.petith@walkersglobal.com
W: www.walkersglobal.com
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 AUSTRALIA

Clyde & Co has also added a new partner 
in Sydney. Jacinta Studdert joins the firm 
with more than 25 years of experience 
in environment, development and plan-
ning law, including 18 years as a partner. 
Her practice focuses on environment and 
planning requirements, compliance, risk 
management and regulatory issues associ-
ated with property, project and infrastructure development. This 
includes residential, commercial and industrial developments, 
as well as the construction and operation of infrastructure, for 
transport, energy, resources, and waste and water facilities.

Gadens has appointed James Beckley 
as a partner in its corporate advisory 
team in Sydney. He joins Gadens from 
Ernst & Young, where he was a director 
in its corporate law team. Prior to that, 
he was part of the corporate & commer-
cial law team at PwC, having joined there 
from Gadens in 2012. James brings exten-

sive expertise in mergers and acquisitions, corporate fundraising, 
debt and equity restructures, foreign investment into Australia, 
and commercial contracts and compliance.

White & Case has added Brad Strahorn as a partner in the 
global commercial litigation practice in its Sydney office. Strahorn 
has extensive experience in construction disputes across a wide 
range of energy and infrastructure sectors, including road, rail, 
upstream and downstream oil and gas and electricity. He has 
litigated cases involving the construction of assets in each of these 
sectors, typically concerning design liability, defects, performance 
failures, delays and disruptions. Formerly a partner at Herbert 
Smith Freehills, Strahorn also provides strategic advice to com-
panies during the course and at the conclusion of their projects. 
He has counseled them on project-delivery frameworks, such as 
traditional and alliance contracting and public-private partner-
ships, and in the negotiation and drafting of contracts.

 HONG KONG

Withers has added Junko Pitt 
(Shiokawa) as a partner in its Hong Kong 
office. Pitt joins from the Hong Kong office 
of Harneys, an offshore law firm, and spe-
cialises in investment funds, corporate and 
private clients. She has extensive experi-
ence acting as lead counsel for Japanese 
and other Asian financial institutions and 

The latest senior legal appointments around Asia and the Middle East

MOVES

Junko Pitt

Jacinta Studdert

James Beckley

investment managers in the structuring and formation of various 
types of funds, including private equity funds and hedge funds. 
She has also worked on a number of corporate matters, includ-
ing Hong Kong IPOs and financing transactions of private and 
listed companies. In addition, Junko will continue to focus on 
Japanese private client matters including cross-border succes-
sion planning and divorce. Pitt started her career at Nagashima 
& Ohno (currently known as Nagashima Ohno & Tsunematsu). 
Prior to joining Withers, she spent over eight years working in 
offshore law firms. Before she moved to work in offshore law 
firms, she was a director at Barclays Capital Japan and has also 
worked as an associate for Sullivan & Cromwell in its New York 
and Tokyo offices. 

 JAPAN

Davis Polk has added Ken Lebrun as a partner in the Tokyo 
office. Lebrun joins from Shearman & Sterling, where he was a 
partner in the M&A practice based in Tokyo. His practice focuses 
on public and private cross-border M&As, joint ventures, strate-
gic alliances and private equity transactions. He has represented 
major Japanese companies and financial institutions on many 
of their largest and most significant transactions. A Japanese 
speaker, Lebrun is admitted in New York and is a registered 
foreign lawyer in Japan. He serves as chair of the foreign direct 
investment committee of the American Chamber of Commerce 
in Japan.

 OMAN

Clyde & Co has appointed Omani advo-
cates Ali Al Rashdi and Abdullah Al 
Nabhani to grow its dispute resolution 
practice in Oman. With these two hires, 
the firm adds local dispute resolution 
capabilities to its now 10-strong legal 
team in Muscat, less than a year after 
opening there in association with Fatma 
Al Mamari Advocacy and Legal Consultancy Firm. Al Rashdi is 
an experienced local advocate with an extensive background in 
arbitration. He brings more than 12 years of experience advis-
ing major corporate entities, government bodies and private 
individuals. Al Nabhani is a dispute resolution lawyer with over 
10 years’ experience, advising local and international compa-
nies operating in Oman. Both are admitted before the Primary 
Courts and Courts of Appeal in the Sultanate of Oman and join 
Clyde & Co as senior associates.

Ali Al Rashdi

THE BRIEFING



http://www.jlegal.com/


14  www.inhousecommunity.com

Search now for an Arbitrator, Mediator or Expert Witness as per your requirements - online.
FIND AN ARBITRATOR ...
Select Jurisdiction Select Experience / Expertise

Arbitration Centre Panel/
Membership
All Arbitration Firm Membership ...All Areas ...All Jurisdiction ...

Scan QR Code to Search

www.InHouseCommunity.com/FindAnArbitrator/

LiYu Jin Denning
CHINA

Ali Al Zarooni
UAE

Dr. Andreas Respondek
SINGAPORE

Christopher To
HONG KONG

Hiroo Advani
INDIA

Dr Christian Konrad
AUSTRIA

Denis Brock
HONG KONG

Dr. Fan Yang
CHINA

Sinseob Kang
SOUTH KOREA

Le Nguyen Huy Thuy
VIETNAM

Piotr Nowaczyk
POLAND

Abraham Vergis 
SINGAPORE

Gordon Oldham
HONG KONG

Caroline Duclercq
FRANCE

Ngo Thanh Tung
VIETNAM

David Foster 
LONDON

Hoil Yoon
SOUTH KOREA

Jae Hoon Kim
SOUTH KOREA

Nguyen Duy Linh
VIETNAM

Mysore Prasanna
INDIA

David Perkins 
UNITED KINGDOM

Rebecca Andersen
SINGAPORE

Ik Hyun Seo
FRANCE

Lee Fook Choon
SINGAPORE

David R. Haigh
CANADA

Ing Loong Yang
HONG KONG

Jaya Prakash
SINGAPORE

Dato’ M. Rajasekaran
MALAYSIA

Liu Chi
CHINA

Wilson Huo
CHINA

 SAUDI ARABIA

Ashurst is strengthening its Middle East projects practice with the 
addition of partner Bilal Rana, who will be based in Riyadh. He 
joins from Clifford Chance, where he has been a part of the pro-
ject finance group since 2014. Rana specialises in advising regional 
and international financial institutions, borrowers and sponsors 
on Islamic finance and project finance transactions. He began his 
career at Linklaters in London in 2005, prior to moving to Saudi 
Arabia in 2009 with Baker & McKenzie.

 SINGAPORE

Morgan Lewis has hired Karun Cariappa, a corporate partner 
resident in Singapore, and Helen Fok, an investment management 
partner resident in Hong Kong. They both join from Simmons & 
Simmons. Cariappa, who was co-leader of the India practice at 
his previous firm, predominantly represents corporate issuers 
and investment banks. He focuses on securities offerings such as 
initial public offerings, follow-on offerings, private placements, 
bond offerings, and bond restructurings across Asia. Fok advises 
financial institutions, banks, asset managers, hedge fund managers, 

custodians, exchanges, alternative trading platforms, and sovereign 
wealth funds on all matters under the Securities and Futures Ordi-
nance and the Banking Ordinance. The scope of her work includes 
advising on licensing applications for banks, stored value facilities 
and financial intermediaries, conduct of business rules, client asset 
rules, financial resources rules, and conflicts of interests.

 UAE 

Clyde & Co has appointed Taimur Malik 
as a partner in its Middle East corporate 
practice. Malik will be based mainly in the 
firm’s Dubai office and support clients 
across the region and in Pakistan. Malik 
joins from US law firm Curtis, Mallet-
Prevost, Colt & Mosle, where he was a 
partner in the Dubai and Muscat offices. 

Prior to that, he was regional head of the legal department for 
Vale, one of the world’s largest metals and mining companies, 
overseeing legal matters for high profile projects in Oman and in 
the wider Middle East region.

Taimur Malik

MOVES
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On October 4, the In-House Community celebrated its 20th annual In-House 
Congress in Hong Kong. Tim Gilkison, managing director and one of the organ-

isation’s founders, opened the Congress in front of the assembled 500-plus delegates 
at the JW Marriott Hotel (the event’s home since the first year), noting that much had 
changed for in-house counsel since the inaugural gathering back in 1999, though the title 
of the very first plenary session — “The changing role of In-House Counsel in Asia” — 
was as applicable today as two decades ago.

The event opened with an address by Brent Snyder, chief executive of the city’s 
Competition Commission, followed by two panel disscussions, one on resource strat-
egy and technology, and the other on women in law, moderated by Evangelos Apos-
tolou, who heads the in-house practice group for EMEA and APAC at Major, Lindsey 
& Africa, with Corinne Katz, senior director for group legal affairs at CLP Holdings, 
Crystal Lalime, head of global markets legal for Asia Pacific at Credit Suisse, Mun Yeow, 
a partner at Clyde & Co; Karen Chan, partner at Davis Polk, Olga Boltenko, a partner 
at Peter Yuen & Associates in Association with Fangda Partners, Dan Wright, a partner 
at Osborne Clarke, and David Wu, head of financial services for Asia at Axiom.

The day continued with practice area workshops that covered intellectual property 
in fintech, blockchain and the internet of things with AWA Asia; recent updates to BVI 
and Cayman Islands law with Conyers Dill & Pearman; US sanctions regulation and 
enforcement, and fintech and techfin regulatory trends with Davis Polk; international 
and Hong Kong regulatory updates by Debevoise & Plimpton, as well as a workshop on 
the illegality defence in international disputes; IT and outsourcing projects with Addle-
shaw Goddard; arbitration clause negotiation with Clyde & Co and the Hong Kong 
International Arbitration Centre; fraud detection with the Mintz Group; the legal team 
of the future with Eversheds Sutherland; and the management of transactions, portfo-
lios and external lawyers by Osborne Clarke. The 20th annual Hong Kong gathering 
was also supported by Hughes-Castell, Lewis Sanders, Major, Lindsey & Africa, Taylor 
Root, LODHA, and LEX Africa.

In Singapore, the city’s 19th In-House Congress got off to a start with an India update 
by Mohit Saraf, senior partner of L&L Partners, followed by a panel on in-house law-

yering and the relationship between cost, quality and value moderated once again by 
Apostolou, with participation from Nawal Ismail, general counsel of HelloGold; Lynette 
Lim, assistant general counsel for Asia Pacific at Hilton Worldwide; Valerie Velasco, 
head of legal for APAC at NetApp; Navrita Kaur, group general counsel, Omesti; Sarah 
Chung, lead counsel Asean for Syngenta; Ai-Leen Lim, chief executive and principal 
counsel at AWA Asia; and Sze-Hui Goh, partner of Eversheds Harry Elias. The panel 
also discussed women in law, with a focus on mentorship and meaningful careers.

The rest of the day featured a series of workshops covering investment opportuni-
ties and issues in the Philippines with ACCRALAW; global anti-corruption enforcement 
with Debevoise & Plimpton; third-party dispute finance for corporates with IMF Ben-
tham; creating an efficient in-house legal department with Axiom; Vietnam’s new penal 
code with Russin & Vecchi; the legal team of the future with Eversheds Sutherland and 
Eversheds Harry Elias; planning and executing M&A transactions across Southeast Asia 
with RHTLaw Taylor Wessing.

Thanks to all the presenters who contributed to a successful event, and to sponsors 
Hughes-Castell, LEX Africa, Major, Lindsey & Africa and Taylor Root.

Hong Kong and Singapore Congresses
EVENT REPORTS

The In-House Community has been bringing legal professionals and senior executives to these 
two Asian powerhouses for two decades.

SINGAPORE

HONG KONG

THE BRIEFING
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A special thanks on behalf of the In-House Community™ to all our speakers, 
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Yuan Zheng
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Lawyer
Davis Polk

Patrick S. Sinclair
Partner
Davis Polk

Martin Rogers
Partner
Davis Polk

Karen Chan
Partner
Davis Polk

Noble Mak
Associate
Davis Polk

Ai-Leen Lim
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Counsel
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Thomas Ewing
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David Wu
Head of Financial 
Services – Asia
Axiom

Corinne Katz
Senior Director, Group 
Legal Affairs
CLP Holdings Limited

Ian Cocking
Partner
Clyde & Co

Wynne Lau
Counsel
Conyers Dill & Pearman

Flora Wong
Partner
Conyers Dill & Pearman

Crystal Lalime
Managing Director and 
Head of Global Markets 
Legal - Asia Pacific
Credit Suisse

Mun Yeow
Partner
Clyde & Co

Brent Snyder
CEO
Competition 
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Kong)

Bill Gilliam
Partner
Addleshaw Goddard 
LLP

Nigel Francis
Partner
Addleshaw Goddard 
LLP

Rimsky Yuen
GBM, SC, JP
Former Secretary for 
Justice of the HKSAR 
Government

Chen Zhu
Counsel – Registered 
Foreign Lawyer
Davis Polk

Mark Johnson
Partner
Debevoise & Plimpton

Ralph Sellar
Senior Associate
Debevoise & Plimpton

Jennifer Lim
Associate
Debevoise & Plimpton

Charles Butcher
Partner
Eversheds Sutherland

Patrick Dransfield
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Jennifer Van Dale
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Tim Gilkison
Managing Director
In-House Community

Benjamin McLeod
Vice President and 
Senior Counsel, Asia 
Pacific
Marriott International, 
Inc.
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Partner
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Julie Yoon
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Ai-Leen Lim
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Counsel
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Kelly Mahood
Managing Counsel, IST 
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Sze-Hui Goh
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Asian-mena Counsel Deal of the Month

China Re’s US$950m acquisition of Chaucer Group

Other recent matters include:
Cyril Amarchand Mangaldas has advised YES Bank as the 
lender on the financing of India’s first national highway project 
undertaken on toll, operate and transfer basis, comprising nine 
national highway stretches in the states of Andhra Pradesh, 
Orissa and Gujarat to be undertaken by nine SPVs, which are 
the borrowers promoted by Macquarie Asia Infrastructure 
Investments 2. The funding came through three rupee term loan 
facilities aggregating to Rs61 billion (US$853m), for financing 
the upfront concession fees payable to the National Highways 
Authority of India, meeting the costs to be incurred for initial 
improvement works of the project highways, first major mainte-
nance expenditure and for other transaction-related costs. The 
project is one of the largest foreign direct investment in public 
infrastructure in India and the single largest in India’s road sector. 
Mumbai project financing partners Amey Pathak and Subho-
jit Sadhu led the firm’s team in the transaction, while Baker 
McKenzie acted as offshore counsel. Bharucha & Partners 
advised the Macquarie Group, while HSA Advocates advised 
the National Highways Authority of India.

King & Wood Mallesons has acted as international and 

China counsel to Shanghai Lingang Economic Development 
(Group) on the debut issuance of its US$300 million 4.625 per-
cent guaranteed notes due 2021. Shanghai Lingang is the only 
large-scale state-owned enterprise directly held by Shanghai 
Municipal State-owned Assets Supervision and Administration 
Commission that focuses on the investment, development and 
operation of industrial parks and the provision of related ser-
vices. Shanghai Lingang is also a key participant in the develop-
ment of Tesla’s “Gigafactory” in Shanghai, which is expected to 
be the largest foreign invested manufacturing industry project. 
Hong Kong partners Hao Zhou and Michael Lu and Shanghai 
partner Liu Dongya led the firm’s team in the transaction.

Skadden has advised leading e-commerce service company 
Meituan Dianping on its US$4.2 billion IPO, before the under-
writers’ exercise of an over-allotment option, in Hong Kong. 
Trading in the shares commenced on September 20, 2018. Hong 
Kong partners Julie Gao and Christopher Betts led the firm’s 
team in the transaction. The firm previously represented the 
company in its US$3 billion series B preferred shares and US$4 
billion series C preferred shares private placement financing, 
and in its US$3.7 billion acquisition of Mobike.

China Re is buying specialty insurer 
Chaucer Group from Hanover 

Insurance for US$950 million in a deal 
that furthers the Chinese reinsurer’s 
international ambitions.

The deal includes a cash payment 
from China Re of US$865 million, plus 
a pre-signing dividend from Chaucer 
of US$85 million, which was paid to 
Hanover in the second quarter of this 
year. The cash amount also includes 
a contingent consideration of US$45 
million to be held in escrow, which may 
be adjusted downwards if catastrophe 
losses incurred by Lloyd’s underwriter 
in 2018 are above a certain threshold.

The sale is expected to close within 
the next six months, subject to various 
approvals around the world, includ-
ing from regulators in the UK and 
China, as well as from Lloyd’s and 
China Re shareholders. The transaction 
also includes two British and Australian 

holding companies that Hanover used 
to acquire Chaucer in 2011.

Once complete, Chaucer’s senior 
management team will continue to 
lead the business under the Chaucer 
brand through Lloyd’s syndicates 1084 
and 1176, its international network and 
underwriting agencies, and its insur-
ance unit in Dublin.

China’s Belt and Road initiative 
is a key driver of the state-owned 
reinsurer’s bid to increase its pres-
ence internationally. The government’s 
vast scheme of infrastructure building 
around the world is projected to cost 
more than US$1.5 trillion during the 
next decade or so, but as HSBC chair-
man Mark Tucker noted at a Belt and 
Road summit in June, the risk appetite 
in some countries is lacking, particularly 
in areas such as political risk and trade 
credit.

These are both areas that Chaucer 

specialises in. Just last year, it joined 
forces with fellow Lloyd’s syndicates 
Beazley and Talbot to form a politi-
cal risk consortium in Asia. It also 
has experience writing specialty risk, 
including political risks, energy and 
infrastructure, for the African market 
thanks to a partnership with Axa.

For Chaucer, the deal potentially 
gives it access to new capital as well 
as the wealth of opportunities flowing 
from Chinese infrastructure projects.

Hanover hired Goldman Sachs as 
financial adviser for the sale, with legal 
advice provided by Debevoise & Plimp-
ton.

Sidley Austin represented China 
Re with a team led by partners Henry 
Ding and Martin Membery. The 
transaction team included members 
from Hong Kong, Beijing, London and 
the US offices. Debevoise & Plimpton 
advised Hanover.

DEAL OF THE MONTH

The state-owned reinsurer is expanding its footprint to service Belt and Road projects.
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Opportunities of the Month …

Be it a case of wanting to spice things up or break the pattern, every now and then, it's nice to know there's something else. 
Whether you do so casually or stringently, take a look below to see what the legal sector can offer you.

Associate General Counsel
10+ yrs PQE, Singapore

This global company is seeking a Singapore-based associate general 
counsel with excellent business acumen and solid corporate experience 
to cover their worldwide operations. This is a true generalist role, 
handling a wide remit including operations, general corporate/
commercial, intellectual property and litigation work. You must have 
10 years’ PQE, a Singaporean or common law qualification plus proven 
in-house experience. Bilingual candidates with strong communication 
and negotiation skills are preferred. [Ref: 14678/AC]

Contact: Yiyi Zhou
Tel: (65) 6220 2722

Email: hughes@hughes-castell.com.sg

General Counsel – Energy
8+ yrs PQE, Singapore

Be part of a dynamic team, working on renewable energy projects. 
The candidate must possess in-depth experience in power project 
development and/or financing and attendant regulatory issues in 
Indonesia and Vietnam. The successful candidate will also work closely 
with external advisers to the firm on capital-raising matters. This is an 
opportunity for an independent self-starter, with a demonstrated track 
record of managing complex issues and exercising good judgement, to 
develop beyond the confines of a purely legal role. [Ref: A43627]

Contact: Surene Virabhak
Tel: (65) 6214 3310

Email: resume@legallabs.com

ECM Lawyer – Investment Banking
4+ yrs PQE, Hong Kong

A well-established investment bank is looking to add a mid to senior-
level ECM lawyer to its team in Hong Kong. Candidates with a US 
qualification will be strongly preferred. You must have experience in 
HK IPOs and the ability to speak and write Mandarin fluently. Excellent 
opportunity to join a fast-growing platform and to work with a well-
known lawyer in the financial services industry. [Ref: AC7453]

Contact: Roshan Hingorani
Tel: (852) 2537 7416

Email: rhingorani@lewissanders.com

Legal Counsel – MNC
8-10 years PQE, Singapore

A multinational company is looking for an experienced legal counsel 
to support the SEA region. To support the work and the team, the 
ideal candidate should be admitted to the bar in Indonesia or Vietnam. 
This position will be reporting to the head of legal, and the successful 
hire should have strong commercial sense. This role will be based in 
Singapore, and an additional SEA language proficiency would be an 
added advantage. [Ref: JGB - IS 1809]

Contact: Benedict Joseph
Tel: (65) 6818 9707

Email: benedict@jlegal.com 

Commercial Lawyer – Media
5-10 yrs PQE, Hong Kong/Beijing

International media business has a vacancy for commercial lawyer to be 
based either in Hong Kong or Beijing. With responsibility for advising 
on commercial legal matters for its growing Greater China business this 
is a unique opportunity for a commercially minded lawyer to handle a 
range of media matters. Commercial IP experience would be helpful. 
Fluency in both Mandarin and English is critical. [Ref: IHC 16995]

Contact: Andrew Skinner
Tel: (852) 2920 9111

Email: a.skinner@alsrecruit.com

Regional Senior Counsel/Legal Director – TMT
7-12+ yrs PQE, Hong Kong

In view of its expansion in various regions, a leading player in the TMT 
space with international presence is looking to hire a senior counsel/
legal director for its legal team. The role will manage all legal and 
compliance matters across various regions for its international business, 
including drafting, reviewing, negotiating on various commercial 
agreements, providing advice to business team on business strategies, 
commercial agreements, product launch/review, supporting on 
commercial aspects of M&A transactions. The ideal candidate will be 
a common law qualified lawyer (US, UK, HK, AUS, etc) with 7-12+ 
years PQE, from top-tier law firms/leading corporate/institutions, with 
strong academics, open to legal qualifications. Importantly, they would 
be looking for someone with a passion in technology who enjoys 
working in a dynamic environment, with corporate and commercial 
experience, and strong command of English and Mandarin. [Ref: 
JO-1222-16241]

Contact: Alex Tao
Tel: (852) 2499 9293 / 6019 7216
Email: alextao@puresearch.com

http://www.mycareerinlaw.com/
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Defeatist data security cultures no more 

Paul Jackson
Managing Director,

APAC Leader, Cyber Risk, Kroll
paul.jackson@kroll.com 

Kroll is the leading global provider of risk 

solutions with more than 45 years of expe-

rience in helping clients make confident 

risk management decisions about people, 

assets, operations and security. For more 

information, visit www.kroll.com.

INVESTIGATIVE INTELLIGENCE

Attend just about any information 

security conference these days and you 

will see a huge array of security 

products, each promising to solve your data 

protection issues and keep the hackers at bay.

Yet, the breaches continue. Where are we 

going wrong?

Kroll investigates numerous security 

incidents each year, and contrary to what is 

passing for conventional wisdom these days, 

the vast majority were preventable. Certainly, 

the use of sophisticated software products, 

when correctly selected and implemented, can 

add a heightened level of protection. But when 

it comes to data loss prevention, a leadership-

driven security culture is imperative.

Asian jurisdictions upping the ante for data 

breaches

Authorities around the globe are no longer 

accepting the “it’s not if, but when” defeatist 

culture that pervades in respect of being 

hacked. Inspired by the European Union 

General Data Protection Regulation (GDPR) 

that recently came into effect with its 

frightening penalties, Asian jurisdictions are 

also upping the ante. Data protection laws in 

Australia and the Philippines are just the 

beginning as many others are looking to follow 

suit. Now, concerns are no longer restricted to 

reputation and business disruption; but now 

potentially also heavy fines, the requirement 

for thorough investigation, notifications to 

customers (and the associated costs therewith) 

and the threat of class actions loom in the 

future.

Strong top-down governance strengthens 

data security throughout organisation

The good news, though, is that there are steps 

that drastically reduce the risk of a data 

breach. From the outset, organisations must 

address the issue of information security as 

they would any other mission-critical aspect of 

their business, and this means direct leadership 

involvement via top-down governance. By 

continually focusing on and raising cyber 

security awareness throughout the 

organisation, leaders can help provide a 

mature, defensible and flexible structure for 

protecting sensitive data, eliminating many of 

the most common threats. This can also help to 

ensure compliance and encourage good cyber 

security hygiene among employees, partners 

and suppliers.

data breach or cyber crime crisis.

We increasingly see organisations engaging 

services from a virtual chief information 

security officer (vCISO) to complement their 

existing resources and to help ensure all gaps 

are plugged. Likewise, legislation in many 

jurisdictions is mandating that organisations 

identify and assign a designated individual with 

Data Protection Officer (DPO) responsibilities. 

However, when this additional burden proves 

too time-consuming or difficult for the 

employee to effectively carry out, turning to 

external DPO services can be the better option.

Many organisations find it eminently logical 

to engage an adviser with the global reach and 

credibility to help guide it on the path to cyber 

security maturity. In reality, few companies 

have the scale to hire such capabilities 

in-house. Independence is also key — security 

advisers should not be aligned with specific 

products or services because each environment 

is unique. By applying the most appropriate 

and cost-effective tools for the organisation’s 

needs and risk appetite, the vCISO or vDPO can 

promote better security at a lower cost.

Ultimately, information security is a 

question of risk. The stakes are getting higher 

and the question of whether to accept the risk, 

reduce the risk or transfer the risk (via cyber 

insurance) is a business decision — and 

organisations need advice that they can trust. 

The journey to resilience in the context of 

cyber security is a daunting one, but the 

consequences of failure are starkly exposed in 

the all-too-regular news headlines. More 

importantly, our experience shows that with a 

combination of leadership, carefully selected 

resources and best practices, organisations can 

prevent a critical number of breaches, which is 

good news indeed!

This approach need not be prohibitively 

expensive, especially when security measures 

are considered within the context of how the 

organisation conducts its business and 

particularly how its employees work. 

Ultimately, an organisation must answer four 

questions:

1. What data do we have and what are the 

risks of exposure for each?

2. Do we have a security framework (people, 

processes and technology) in place that 

protects the data and is it commensurate 

with our risk tolerance and provides 

meaningful metrics?

3. Are there well-thought-out plans in place 

for responding to and remediating a cyber 

security incident?

4. Lastly and perhaps most importantly, have 

we tested all of our assumptions and 

plans, and do we have a roadmap for 

continuous testing and monitoring in light 

of an ever-shifting threat landscape?

Role of virtual chief information security 

officers and data protection officers

The basics of information security are 

remarkably straightforward to implement, but 

very often, the devil is in the detail, and 

unfortunately, organisations find their 

strategies and plans to be inadequate or flawed 

at the worst possible time, ie, in the midst of a 

Organisations need to recognise that information security is a question of risk and step up 
defences now.

“Authorities around 
the globe are no longer 

accepting the ‘it’s not if, 
but when’ defeatist culture 
that pervades in respect of 

being hacked”

https://www.kroll.com/en-us/default.aspx


The annual gatherings  
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along the New Silk Road 

“In-House Community provides a unique combination of best 

practice sharing, networking, news and technical updates that 

all practitioners need in order to meet the competing  

pressures of legal coverage, compliance and commerce.  

In-House Community empowers the modern lawyer to work 

smarter and become a trusted business partner”

Trevor Faure, Global Adviser, Legal Transformation.  

Former General Counsel, Ernst & Young Global,  

Tyco International, Dell & Apple EMEA. 

Join your colleagues at an  

In-House Congress near you 

Now in its 20th year, the In-House 
Community Congress series is the region’s 
original and largest circuit of corporate 
counsel events, bringing together over 
3,000 corporate in-house counsel and 
compliance professionals along the  
New Silk Road each and every year.

For more information email us at:  
congress@inhousecommunity.com
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CYBER CRIME & DATA PROTECTION REPORT

Proper preparation and planning can help organisations 
set out a clear path for responding to a cyber breach.

A
n unexpected phone call, an 
unwelcome email. The first signs 
perhaps that corporate IT systems 
have been compromised, with the 

attendant risks of financial loss, disastrous 
publicity and evaporation of trust, combining 
together to lead inexorably to possible 
corporate ruin. So, what should your first 
reaction be? Who should you call? What should 
you do?

We look at a possible scenario and seven 
lessons we can learn about handling what may 
quickly turn into the biggest corporate crisis 
your company has faced in its lifetime.

An unusual Monday
It is Monday morning and Julia returns from a 
weekend away to her job as General Counsel of 
the online shopping startup, “ToyzForKidz”. The 
company has been an early adopter of cloud 
technology and big data. While it has invested 
heavily in developing the online customer-
facing interface and IT infrastructure, it does 
not have a cyber security incident plan.

An email hits Julia’s inbox at 8.40am from 
the head of IT, Eddie.

By Ling Ho, Donna Wacker, Lijun Chui, William Wong and Nigel Sharman 

of Clifford Chance

“We had an incident this morning. One of 
our main data centres in Singapore may have 
been hacked. We don’t know how many 
customers may have been affected yet, but the 
centre holds the details of all of our 650,000 
customers across the globe, including their 
email addresses and credit card details. We are 
unable to access any of our systems. The 
monitors are showing a picture of a shadowy 
masked man demanding US$1 million before we 
can get back in. I have told the boss. Let’s 
speak ASAP.”

While Julia is still digesting the email, John, 
Director of Communications, walks in:

“Did you hear about the cyber attack? I had 
a few newspapers from different countries on 
the phone just now telling me they are about 
to break a hacking story. Apparently, people 
have contacted them saying that unauthorised 
deductions have been made from their credit 
cards. We need to decide what to say.”

Before Julia can respond to John, she 
receives a call from Jason, the CEO. “Can you 
come to the collaboration area as soon as 
possible please? We have to decide what to do 
now. I am thinking to pay the ransom, pay off 
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the affected customers and deny these stupid 
hacking rumours. We can’t afford this getting 
published!”

Julia tries to look through the deck of 
business cards she has received from law firms 
and realises that she does not know which firms 
have the relevant experience and expertise in 
cyber incidents on such a potentially huge 
worldwide scale.

Lesson 1: The missing plan
The responses from Eddie, John and Jason are a 
natural consequence of the absence of a cyber 
security incident plan in ToyzForKidz. This may 
prove costly — when a crisis happens, it is 
tempting simply to rush in headlong to try to 
fix the situation which may result in bad 
judgment calls. The amount of time required to 
make decisions can be shortened substantially 
if the issues have already been properly 
considered and rehearsed in advance. Having a 
fully functioning response team ready to go can 
help reduce the cost of a data breach.

A proper cyber security plan should identify 
the incident response team members (including 
the emergency contacts of external counsel), 
set out who is responsible for what, describe 
the escalation matrix, include a template for 
statements to be released to employees, the 
media and customers, and explain what to do 
in the case of a ransom demand.

As incident response is multifaceted, 
building the right response team will demand a 
range of capabilities from across human 
resources, legal, IT, public relations, security 
and business functions. The team should ideally 
be led by someone who can direct other 
business units during the investigation. For 
many organisations, this individual may be the 
CRO, CIO or CISO.

The incident response plan should be kept 
in several hard copy manuals that are readily 
accessible in the offices of the key staff likely 
to be involved. There should also be regular 
rehearsals that allow staff to familiarise 
themselves with the steps set out in the plan.

Lesson 2: Priority actions
Ascertaining the key facts is always the most 
important first step. An investigation which 
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starts before basic facts are confirmed can 
become unfocused and result in wasted time 
and resources. In this case, one of the first key 
steps would be to determine the number of 
customers whose personal information may 
have been compromised. Offering compensation 
to any customer without ascertaining the full 
scope of the breach may have unintended 
consequences and tie the hands of ToyzForKidz 
in handling future complaints.

In the initial response stage, you should 
assemble the response team, review network-
based and other readily available data, 
determine the type of incident and assess the 
potential impact with a view towards gathering 
enough initial information to allow the team to 
determine the appropriate response.

“The company has been an early adopter of 
cloud technology and big data. While it has 
invested heavily in developing the online 
customer-facing interface and IT infrastructure, 
it does not have a cyber security incident plan”

IT specialists, internal or external, should 
be engaged to advise on investigating and 
containing the breach. Containing the breach 
may require all networked devices to be taken 
offline and an assessment made of which PCs 
and servers may have been affected. In the 
absence of confirming how the attacker gained 
access or what else the attacker may have 
done, you may not be in a position to start 
addressing the problem immediately. Taking 
action too soon may mean destroying vital 
evidence that could help you make significant 
progress in your investigation. Taking action too 
late could mean that you remain vulnerable to 
attack. It is therefore important to determine 
the timing of remediation with the appropriate 
specialists.

Once the key facts have been ascertained, 
depending on whether the business affected is 
in a regulated industry (such as financial 
institutions) and the applicable personal data 
laws, it may be necessary to notify regulators. 
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“Depending on the scale of the incident and 
the jurisdictions involved, it may be advisable 
to engage a professional PR firm to assist in 
managing the media interest”

regulators, but also liability in relation to the 
affected individuals. In most cases, it will be 
preferable to contact customers proactively as 
soon as possible, informing them of which 
personal details may have been released and 
advising them immediately to change their 
password for the site and for any other sites 
they log in to regularly, and to cancel their 
credit cards if necessary.

If customers cannot be contacted 
individually, announcements may need to be 
made to the public. Updates should be issued 
at regular intervals as more facts about the 
severity of the situation come to light, while 
trying not to worry customers unnecessarily or 
overload them with notifications.

The tone of the message going to the media 
and customers will need to be adjusted 
depending on whether the cyber attack has 
already been widely reported in the news 
media. Statements should be factual and 
honest. Blanket denials should be avoided and 
any temptation to bury bad news should be 
firmly resisted. All external communications 
should be approved by the legal team.

Lesson 4: What to tell employees
Communication should also take place with 
employees on an appropriately open and 
transparent basis. ToyzForKidz should provide 
instructions to employees on how to respond if 
they are contacted by customers (or any other 
third parties such as the media) about the 
incident — in most cases they should be 
directed to the company’s communications 
department or the PR firm engaged.

Some employees may fear for their jobs, 
wondering if they might have done something 
that let the door open for hackers to enter. It 
may be necessary to carry out a full 
investigation and the possibility of disciplinary 
sanctions cannot be ruled out at this stage. HR 
should be involved in devising the necessary 
internal communications.

Lesson 5: Ransom — to pay or not to pay?
It may be tempting for ToyzForKidz to simply 
pay off the attackers in the hope that this will 
quickly restore operations. But there are other 
issues to consider.

There may be “breach notification” 
requirements that oblige the company to 
provide notification to regulators within a 
certain period, say between one and 72 hours 
after the event occurred. By way of example, 
in Singapore, designated owners of critical 
information infrastructure are required to 
report a significant cybersecurity incident 
within two hours of discovery. The short 
timeline, which runs from the time of 
discovery, does not give an organisation much 
time to come to a decision. Organisations 
should therefore be fully up-to-date on the 
reporting obligations in the various countries in 
which they operate, and determine in advance 
which (if any) data privacy legislation (including 
the GDPR) may require incident reporting as 
well as the applicable reporting thresholds.

Reporting of data breaches is a requirement 
which is still being developed in many countries 
and even if there are no mandatory reporting 
requirements, it may be prudent for an 
organisation to notify its regulator(s).

Lesson 3: What to tell the media and 
customers
Depending on the scale of the incident and the 
jurisdictions involved, it may be advisable to 
engage a professional PR firm to assist in 
managing the media interest — there may be 
circumstances where it is preferable to remain 
reactive, rather than proactive, at least at an 
early stage. A properly drafted media statement 
will enable ToyzForKidz to manage the narrative 
once the story goes to press and ensure that 
“lines-to-take” are consistent.

Some jurisdictions require organisations to 
contact affected individuals as soon as possible 
while other jurisdictions may have no such 
requirement. When and how individuals are 
notified can determine not only the 
organisation’s liability with respect to the 



 27 Volume 16 Issue 1, 2018

When disaster strikes – seven lessons in handling a cyber attack
By Ling Ho, Donna Wacker, Lijun Chui, William Wong and Nigel Sharman of Clifford Chance

“It may be tempting for ToyzForKidz to simply 
pay off the attackers in the hope that this will 
quickly restore operations, but there are other 
issues to consider”

Firstly, there is no guarantee that one will 
recover the compromised data and regain access 
to the systems affected. Secondly, and more 
importantly, one may be committing a criminal 
offence in some jurisdictions by doing so. Legal 
advice should be sought; and companies may 
decide to inform law enforcement agencies if 
only to obtain additional assistance in 
investigating or remediating the breach. In such 
circumstances, calling in security professionals 
may be the best course of action to regain 
access and controls over the company’s systems.

Lesson 6: Follow-on litigation
The fact of the breach may have left ToyzForKidz 
at risk of claims from customers and suppliers, if 
a court eventually takes the view that the 
company has been negligent in looking after 
customers’ personal data. The legal department 
will need to review existing contracts carefully 
to ascertain whether notification is also required 
to third-party suppliers.

In some jurisdictions, there is legislation 
preventing the admission of an apology by one 
party as evidence of admission in civil 
proceedings.

With retail customers, the risk lies in a 
class-action lawsuit. Depending on the 
jurisdiction, private actions may be brought by 
affected individuals, whether in the form of 
representative actions or otherwise.

Lesson 7: Involve legal counsel
Legal counsel have a critical role to play. Here, 
Jason, the CEO, correctly involved Julia in the 
decision-making process for responding to the 
attack.

A cyber attack is not simply an IT issue. 
Legal counsel should be involved early on to 
advise on the regulatory obligations that may 
apply, potential legal liabilities and how best to 
mitigate the organisation’s potential liability. 
This may include advising on issues such as 
cloaking the correspondence and findings with 
privilege (where appropriate), and the evidence 
that may be required for defending claims from 
those affected or prosecuting claims against the 
perpetrator. Furthermore, given the cross-
border nature of most cyber security incidents, 
it is important to seek advice from counsel who 

have the necessary geographical coverage and 
expertise. Depending on the severity and scale 
of the attack, external counsel may need to get 
involved. If so, external counsel should be 
involved in the organisation’s cyber resilience 
planning as familiarity with the incident 
response plan will help expedite the incident 
response.

ling.ho@cliffordchance.com
donna.wacker@cliffordchance.com
lijun.chui@cliffordchance.com
william.wong@cliffordchance.com
nigel.sharman@cliffordchance.com
www.cliffordchance.com

Conclusion
With proper preparation and planning, a Monday 
morning scare such as this need not get out of 
hand. Specialist external counsel with the right 
mix of global experience, can play a key part in 
helping organisations prepare for the worst, 
setting out a clear path for organisations to 
follow when disaster strikes.

Clifford Chance’s global cybersecurity team 
advises organisations on local and cross-border 
cyber incident response and risk transfer 
solutions. They regularly offer guidance on 
cybersecurity requirements in key jurisdictions 
in APAC including the PRC, Singapore, Hong 
Kong and Australia. With more than 30 offices 
globally, the team’s capabilities stretch beyond 
Asia and frequently advise on incidents which 
concurrently impact locations in Asia, Europe 
and the US.

https://www.cliffordchance.com/home.html
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Foreign service providers may be affected by a new 
regulation aimed at improving cybersecurity in the country.

F
rom January 1, 2019, internet-based 
activities and services in Vietnam are 
expected to undergo drastic changes 
regarding the way they are conducted. 

This is a result of the enactment of the first 
Law on Cybersecurity passed on June 12, 2018 
during the National 14 Assembly (the “Law”).

Aimed to safeguard cyber activities in 
Vietnam, the Law is meant to reinforce the 
internet’s security by setting out the dos and 
don’ts for both users and providers of cyber 
services. While waiting for detailed guidelines 
of the Law to be issued by the government and 
relevant ministries in 2019, this article will 
discuss certain potential impacts that this new 
cyberspace regulation may have on cyber 
business participants in Vietnam, including 
foreign service providers.

Introduction
The Law is meant to regulate activities 

The Law on 
Cybersecurity 

By Nguyen Xuan Thuy, Tran Dinh Vinh and Phan Vu Minh Truong, of 

LNT & Partners

and its effects 
on enterprises 
in Vietnam

conducted in cyberspace and introduces new 
measures and conditions to ensure 
cybersecurity.

Prior to the Law’s enactment, multiple draft 
versions of the Law were proposed to solicit the 
public’s and experts’ opinions. Most opinions 
were directed towards the new conditions 
imposed on internet-based service providers, 
raising concerns that the conditions might deter 
foreign investment and stunt the growth of the 
digital economy. Indeed, some conditions put 
forth by the Law might cause foreign investors 
in the telecommunications sector and internet-
related services to have difficulty accessing 
Vietnam’s market. Nonetheless, after rounds of 
updates, the requirements for internet-based 
service providers remain unchanged.

The Law did not go into effect immediately, 
so there is a window of time until January 1, 
2019 to prepare for compliance with any newly 
imposed requirements.
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Who has to be prepared?
The Law does not include a provision detailing 
the entities required to comply with it as other 
laws usually do. Instead, these entities can be 
deduced from the Law’s purview (ie entities 
related to the protection of cybersecurity) and 
from the Law’s required or prohibited actions. 
This means that a broad range of entities 
(whether based inside Vietnam or outside) can 
be targeted, including internet service 
providers, internet software/hardware 
manufacturers, e-retailers, mobile app owners, 
social network operators, and others.

Of all the Law’s targets, attention is mostly 
drawn to offshore service providers which, due 
to the much debated requirements of data 
localisation and legal presence in Vietnam, are 
to be immediately affected once the Law is 
given effect. In addition to foreign tech firms, 
local tech firms should also be preparing during 
this time if they have not met the same 
demand for data storage.

How are enterprises affected?
Among the Law’s requirements and 
prohibitions, perhaps the most notable ones are 
those stipulated in Article 26.3:
(i) “personal data, data about the 

relationships of the service users and data 
created by service users in Vietnam” 
collected, handled and/or analysed by 
cyber service providers to be stored within 
Vietnam for a period of time determined 
by the government; and

(ii) overseas enterprises providing services 
telecommunications networks, the internet 
and value-added services on Vietnam’s 
cyberspace to establish their branches or 
representative offices in Vietnam.

In the Law’s earlier draft versions, the local 
presence and data storage requirements were 
only applicable to internet-related service 
providers when their cyber services catered to 
10,000 Vietnamese or more, or when the 
government made the request. However, the 
service user threshold and the governmental 
factor have been removed from the official 
version, broadening the applicable scope of the 
above requirements. Therefore, any service 
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“The Law is meant to regulate 
activities conducted in cyberspace 
and introduces new measures and 
conditions to ensure cybersecurity”
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provider who collects, handles and/or analyses 
personal data, data about the relationships of the 
service users and data created by service users in 
Vietnam (eg, tech giants like Facebook and 
Google, and mobile app services like Viber, Line, 
Airbnb and Tinder) may be targeted and will need 
to ensure data localisation in Vietnam.

Concerns are thus raised regarding the 
feasibility and costs for overseas tech firms to 
install storage systems and set up their commercial 
presence (either branch or representative offices) 
in Vietnam. While large firms like Facebook or 
Google may not mind spending extra money to 
comply with these requirements, many smaller 
services may shun Vietnam’s market. The latter 
reaction could in turn hurt Vietnam’s economy and 
deprive consumers of options.

Apart from the two most prominent 
requirements above, under Article 26.2 of the Law, 
internet-related service providers are also asked 
to:
(i) provide the information of service users to the 

competent authorities upon their written 
request to serve the purpose of inspecting and 
handling violations in cybersecurity;

(ii) prevent and remove from the systems under 
their management any violation cybersecurity 
within 24 hours from the request of the 
competent authorities;

(iii) save the system log for the purpose of 
inspecting and handling violations in 
cybersecurity;

(iv) stop providing services to users committing 
violations in cybersecurity upon request by the 
competent authorities.

Cybersecurity violations include, among other 
actions, spreading information in cyberspace that 
offends the State of Vietnam, inciting public-
disturbing gatherings, slandering other entities and 
inducing false public understanding about goods 
consumption, banking activities, the stock market, 
and others. However, the Law’s language regarding 
these violations is still vague and ambiguous, and 
there has not been any further guidance, leaving 
authorities the discretion to interpret its meaning. 
Therefore, it is hard for internet service providers 
to determine whether or not contents posted on 
their websites/apps are prohibited under 
Vietnamese law.

“While large firms like Facebook or 
Google may not mind spending extra 
money to comply with these 
requirements, many smaller services 
may shun Vietnam’s market”

Phan Vu Minh Truong
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What are the implications of not 
complying with the Law on 
Cybersecurity?
In the event internet service providers violate 
the Law’s regulations, the providers may be 
subject to disciplinary forms, administrative or 
criminal responsibilities under Article 9 of the 
Law. We are still waiting for regulations 
detailing which disciplinary forms and 
administrative responsibilities, as well as 
necessary procedures, will be imposed on such 
internet service providers.

With respect to criminal responsibilities, 
when considering whether criminal 
responsibilities are applicable for an internet 
service provider’s violation of the Law, the 
internet service provider should determine 
whether such violation falls under the scope of 
crimes applicable to commercial legal entities 
under the new Criminal Code 2015.

What has to be done and what is 
expected?
A large number of offshore and onshore 
companies expressed their concerns regarding 
the promulgation of the Law. For example, 
during the mid-term Vietnam Business Forum 
2018 held in Hanoi on July 4, 2018, the 
American Chamber of Commerce Vietnam’s 
member companies were particularly worried 
about the Law’s requirements regarding the 
establishment of representative offices, as well 
as regulations on user data and the storage of 
user data in the host country. They were 
concerned because the requirements might 
increase unnecessary costs without helping 
improve Vietnam’s cyber security environment. 
However, the National Assembly gave its 
approval based on the need to ensure national 
defence and security.

The Law’s regulations are still vague and need 
to be clarified; the Ministry of Public Security 
expects that there will be approximately 25 
decrees and circulars issued detailing the Law’s 
provisions to facilitate its enforcement. These 
legal documents are expected to be presented 
to the government in October 2018 and may 
help clarify legal grounds for internet-related 
service providers to comply with the 
cybersecurity laws, as well as to resolve the 
dilemma in which companies are forced to 
choose between investing in Vietnam as one of 
the world’s most dynamic economies and 
protecting their consumers’ rights.

This article is for information purposes 
only. Its contents do not constitute legal advice 
and should not be regarded as detailed 
advice in individual cases. For legal 
advice, please contact our partners.

“The Law’s language regarding 
cybersecurity violations is still vague and 
ambiguous, and there has not been any 
further guidance, leaving authorities the 
discretion to interpret its meaning”

thuy.nguyen@lntpartners.com
truong.phan@lntpartners.com
dinhvinh.tran@lntpartners.com
www.LNTpartners.com
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Counsel need to be aware of the potential legal and other 
limitations of this rapidly evolving technology.

T
here is much talk about blockchains, with 
billions of dollars being invested in the 
technology and many organisations 
looking to apply it in some fashion to 

their respective operations. But there are 
important questions counsel should ask before 
jumping in.

A blockchain can be thought of as a 
cryptographically secure database of digital 
transactions (ie, a ledger) shared across a network 
of participants (nodes) over public or private 
networks, where each participant holds a copy so 
all the information on the database is potentially 
available to all participants at any moment in 
time.

Blockchains are distributed and incorporate a 
public/private key infrastructure (ie, you need a 
public and private key for access). Proponents of 
blockchain talk of its immutability; meaning that 
once data is stored it cannot be altered (at least 
not easily).

These characteristics raise several very 
significant managerial and legal issues.

Is distributed best in all cases?
If you need centralised control (for example, to 
manage corporate confidential information), a 
transparent distributed system may be 
problematic. In a public blockchain, the audit 
history is publicly viewable, which means:
•   One might be able to indirectly derive 

identifying information based on transaction 
patterns, timing, volumes, etc.

•   It may not be private. Web trackers and cookies 
have been used in investigations to track down 
identities of blockchain users. Critics decried 
the UK Department of Work and Pensions’ trial 

Is blockchain 

By Ronald Yu

the answer?

of a blockchain application to track how 
welfare claimants spend their benefits in 2016 
as a waste of public funds and a violation of 
users’ privacy.

• There are associated cybersecurity risks. 
Blockchains are potentially at risk from cyber 
attacks.

Moreover, while distributed blockchain ledgers 
may well be more secure than traditional 
centralised ledgers, cyber risks remain and recent 
events call for analysis as to who bears the loss 
and responsibility for damages in connection with 
a blockchain including:
• the Mt. Gox hack that resulted in the loss of 

hundreds of thousands of bitcoin;
• the January 2015 attack on Luxembourg- and 

London-based Bitstamp, that led to the loss of 
19,000 bitcoin, valued at about US$5.1 million;

• the 2016 attack on Hong Kong-based Bitfinex 
resulting in a loss of nearly 120,000 bitcoin; 
and

• the September 2018 hack on the Japanese 
cryptocurrency exchange Zaif, with losses of 
bitcoin and two other digital currencies 
estimated at about US$59.67 million.

Key-ed in
As blockchains require a set of keys for access and 
amendment to the ledger, who holds the keys and 
what happens should these persons leave the 
organisation for whatever reason is a problem. 
Loss of keys potentially means loss of access, thus 
their management is a serious thing. Also, there is 
a risk that a malicious user may attempt to 
compromise or steal keys to gain access to the 
digital assets on the blockchain.
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“A blockchain can be thought of as a 
cryptographically secure database of 
digital transactions shared across a 
network of participants over public 
or private networks, where each 
participant holds a copy”

Environment and security
Organisations concerned about their 
environmental footprint — or energy costs 
— need to know that blockchain systems 
can consume large quantities of energy. In 
2017 it was claimed that the bitcoin 
network consumed as much energy as was 
used by 159 of the world’s nations. This 
prodigious consumption is mostly a 
consequence of proof-of-work (PoW) 
algorithms employed by many blockchain 
applications such as bitcoin.

Proof-of-stake systems attempt to 
address this issue but raise new security 
concerns (PoW systems are also 
theoretically vulnerable but this is beyond 
the scope of this article).

Legal issues
As with many new technologies, the law is 
struggling to catch up and as a result, there 
exist several potential legal issues 
surrounding blockchains and blockchain 
applications.

Being network based, blockchain 
systems can cross jurisdictional boundaries 
as the nodes on a blockchain can be 
located anywhere in the world. This can 
pose a number of complex jurisdictional 
and legal issues.

Few jurisdictions have adopted a 
blockchain law, while some jurisdictions 
have simply banned certain blockchain-
related applications. (For example, in 
September 2017, the People’s Bank of 
China issued a ban on ICOs totally, 
declaring them to be illegal and disruptive 
to economic and financial stability).

The law relating to and the 
acceptability of blockchain-related 
contracts (ie, smart contracts) is not 
settled and there are partnership/joint 
venture questions as well.

Cooperation in a blockchain 
environment
Blockchain nodes work cooperatively, 
resulting in several as yet 
unanswered questions:
• Does a group of entities 

participating on a blockchain 
constitute a ‘partnership’ or 
‘joint venture’ (with all the 
associated legal implications)? 
The answer is not clear owing 
to different standards for what 
constitute a ‘partnership’ 
or ‘joint venture’ between 
civil and common law 
jurisdictions.
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“Blockchains do not check the data that go into them, they 
only check whether or not the individuals writing to the 
blockchain have the right to do so”

ron.yu@iipcc.org

• Are individual transactions executed via a 
distributed ledger are likely to be 
considered contracts? This is important 
because contractual liability results in 
joint liability where the causes of actions 
are not distinct and the defendants acted 
in furtherance of a common objective (ie, 
blockchain). So, if nodes and developers 
cooperate in developing and managing a 
blockchain, could they be liable in 
relation to third parties?

• Is an entity operating in the blockchain 
potentially liable in tort if its negligent 
act, omission or misstatement causes loss 
or damage including loss, for example, 
due to a security breach or a coding error?

Garbage in, garbage out
Blockchains do not check the data that go 
into them, they only check whether or not 
the individuals writing to the blockchain have 
the right to do so.

Thus, information going into the database 
needs to be of high quality as data stored on 
a blockchain is not inherently trustworthy. 
Moreover, once you store data on a blockchain 
this data cannot easily be altered.

An inaccurate record on the system may 
cause losses to those relying on it. Such 
entity’s liability in negligence will depend on 
whether it owes a duty of care and has 
breached that duty, whether the breach 
caused loss or damage, and whether it has 
effectively contractually excluded liability for 
this type of loss or damage.

This also raises privacy issues — how can 
the immutability of a blockchain be 
reconciled with existing privacy legislation 
(eg, the EU’s General Data Protection 
Regulation) that give individuals the right to 
rectify or delete any data, especially 
incorrect data, that affects them or has been 
posted or uploaded without their consent?

Further details
And as if all this were not enough, there are 
also unanswered IP-related questions 
surrounding blockchains and blockchain 
applications, as well as ownership of the 
information in the database.

In particular, counsel must not be lured 
into thinking, as some blockchain pundits 
might have people believe, that a piece of 
content attached to a blockchain is 
equivalent to or can replace a registered IP 
right; it is not, as it lacks the same legal 
effect and rights as, say, a patent.

It’s still developing
Finally, blockchain is still evolving as a 
technology, which means that several 
technical problems have not been settled in 
addition to the aforementioned legal ones 
and that multiple standards have emerged.

This raises:
• Interoperability risks — blockchains 

employing different standards may be 
unable to interact with one another.

• Technological risks — choosing a standard 
that is later superseded is potentially 
costly given the high initial capital costs 
or subsequently discovering serious flaws 
in the technology.

All this does not mean that companies 
should not employ blockchain technologies, 
indeed there are many worthwhile 
applications for blockchain in supply chains, 
food safety, asset tracking, etc. But counsel 
need to be aware of the potential legal and 
other limitations of this rapidly evolving 
technology.
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Asian-mena Counsel: You have a distinguished 
background in the field of dispute resolution, 
including serving at the Permanent Court of 
Arbitration (PCA) in the Hague. What attracted you 
to Hong Kong and how do you think your experience 
at PCA regarding multiple investor-state arbitrations 
is relevant to Asia?
Sarah Grimmer: I was attracted to Hong Kong for 
three reasons. First, I was offered the role of 
secretary-general of HKIAC, one of the top 
international arbitral institutions in the world. Taking 
the job was a natural next career step for me. 
Second, Hong Kong is a dynamic city with a 
fascinating history, present and future. It was a place 
I wanted to discover. Third, I am from New Zealand 
and had been living for many years far from my home 
country and family. Hong Kong feels very close to 
home compared to The Hague.

At the PCA I worked on numerous investor-state 
arbitrations involving Asian parties. It is relevant in 
this part of the world given the complex web of 
bilateral and multilateral investment agreements that 
Asian states have concluded and are in the process of 
negotiating. Given the scale of investment and trade 

Draft

in the region, investment dispute resolution is 
relevant and will be increasingly so, especially with 
the Belt and Road initiative as disputes arise.

AMC: Why is international arbitration a good 
solution for investors and states along the Belt and 
Road?
SG: The Belt and Road initiative is generating 
opportunities in large-scale cross-border infrastructure 
projects from ports, railways and roads to major 
energy plants in largely emerging economies. The 
participants in these projects will be numerous with 
different interests and bargaining positions including 
state-owned entities, multinational companies, 
financiers and local governments. These types of 
projects will inevitably involve complex transactional 
arrangements.

The projects are complex, capital intensive, 
multi-party, multi-contract and high-public interest 
involving jurisdictions at different stages of 
development with differing legal, political and 
economic systems. Disputes are unavoidable given the 
inherent political and commercial risk associated with 
such large-scale investment projects.
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Where disputes cannot be resolved through 
negotiation or mediation, international arbitration 
offers parties a neutral venue for the resolution of 
cross-border disputes, which crucially, and unlike 
court judgments, results in an award that is 
enforceable in 159 countries around the world, 
including the large majority of Belt and Road 
countries. 92 percent of the original 65 Belt and Road 
countries are signatories to the 1958 New York 
Convention, the treaty allowing for the recognition 
and enforcement of foreign arbitral awards.

The ability to resolve your dispute in a mutually 
agreed neutral venue resulting in an enforceable 
award in most Belt and Road countries are two of the 
key reasons why arbitration is attractive for investors 
as well as states (and any other participants) along 
the Belt and Road. Other benefits include having the 
right to select an arbitrator with the required 
expertise, and relevant legal and cultural backgrounds 
and linguistic ability, as well as tailoring the 
procedures to the specific requirements of a dispute.

which are the types of disputes that will arise out of 
the Belt and Road initiative.

HKIAC has a well-tested set of arbitration rules 
and case management practices that ensure cost-
effective proceedings. Complex multi-party multi-
contract disputes can be combined, and expedited 
procedures can be applied while ensuring party 
autonomy and due process are maintained. This 
experience is one of the reasons why HKIAC awards 
have such a strong record of enforcement in mainland 
China, an important reason to include HKIAC and Hong 
Kong in dispute resolution clauses involving Chinese 
parties.

AMC: A recent arbitration survey ranked Hong Kong 
as the fourth most preferred seat globally, behind 
London, Paris and Singapore. What can Hong Kong 
do to promote itself as a global arbitration centre? 
What is HKIAC doing to lead Hong Kong in this 
challenge?
SG: It is important that the message about Hong 
Kong’s strengths is spread widely. Hong Kong has 
outstanding attributes that make it a leading 
arbitration hub: the pro-arbitration related court 
decisions, first-class legislation and being home to 
reputable institutions support that. HKIAC’s 
administered caseload continues to grow, increasing 
by two-thirds between 2016 and 2017.

HKIAC has been committed to spreading the 
message of Hong Kong’s excellence. We regularly 
organise events in Hong Kong, most notably being 
Hong Kong Arbitration Week, now in its seventh year 
attracting around 400 participants locally and 
internationally to Hong Kong. This concept has been 
replicated the world over. We recently worked with 
the Department of Justice to secure the ICCA Congress 
in Hong Kong in 2022 — the equivalent of winning the 
bid to host the Olympics in the arbitration world! We 
presented Hong Kong’s successful bid in Sydney earlier 
this year. We also have extensive outreach 
programmes where we engage with governments, 
legal professionals and businesses overseas. We have a 
specific focus this year on emerging Belt and Road 
economies in the Asean region.

AMC: Is HKIAC witnessing an increase in disputes 
from the mainland relating to foreign-local joint 
ventures? Are there any trends emerging that you 
can discern?
SG: Our caseload involving parties from mainland 
China has consistently represented over 40 percent of 
our total administered cases for several years. Last 
year the percentage reached 55 percent. In terms of 
sector representation, corporate disputes involving 

AMC: Why do you think that Hong Kong in general 
and HKIAC in particular should be the number one 
choice for Belt and Road dispute resolution?
SG: The common denominator in Belt and Road 
projects is the presence of a party or parties from 
mainland China transacting with foreign entities. Hong 
Kong has long been the connecting jurisdiction 
between mainland Chinese parties and the parties 
from the rest of the world. Important to effective 
dispute resolution, it benefits from an independent, 
mature and pro-arbitration judiciary. The judiciary is 
known to uphold the rule of law and is comprised of 
some of the most eminent judges from the 
Commonwealth, including Australia, Canada, New 
Zealand and the UK. At the same time, Hong Kong is 
home to a deep pool of experienced professionals who 
are bilingual and have a strong understanding of 
mainland Chinese culture and practices.

HKIAC, as Hong Kong’s homegrown arbitral 
institution, is experienced in handling disputes 
involving Chinese and foreign parties, and particularly 
joint venture, shareholder, project finance disputes as 
well as construction and maritime disputes, all of 
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mainland Chinese parties have steadily increased from 
13 percent in 2014 to 25 percent in 2017. With mainland 
Chinese investment continuing and likely to grow with 
the announcement of initiatives like the Belt and Road, 
we anticipate seeing more corporate and project finance 
disputes in the years to come.

The size of the disputes we see is also increasing. In 
2017, the total amount in dispute in our cases was US$5 
billion, double the total in 2016. This reflects the 
increase in larger, more complex corporate joint 
venture-type disputes of high value.

AMC: Government officials on all sides are keen to 
promote the Guangdong-Hong Kong-Macau area as a 
unified economic region. What opportunities and 
challenges does this present for HKIAC?
SG: The Greater Bay Area initiative offers another 
opportunity for Hong Kong and HKIAC to offer a 
sophisticated, reliable and well-established framework 
to resolve disputes arising between parties from the 
three separate legal jurisdictions involved. HKIAC’s 
expertise related to technology and intellectual property 
disputes will be particularly relevant for the types of 
disputes that might arise out of the Greater Bay Area. 
We have established a specialist panel of arbitrators 
experienced in the field of intellectual property matters, 
an area where technical expertise is often required and 
can add to the more efficient resolution of the dispute. 
Also, HKIAC arbitration rules have comprehensive 
confidentiality obligations. This is particularly important 
in intellectual property disputes where confidential 
information or trade secrets are at stake.

AMC: The international arbitration community is 
debating third-party funding for arbitrations. Do you 
have strong views on the issue?
SG: Third-party funding is a welcome feature of the 
arbitration industry in Hong Kong. It allows impecunious 
parties, or those looking for ways to reduce the financial 
risk associated with pursuing a claim, to have access to 
third-party funding for meritorious claims. It is essential, 
however, that users fully understand the risks as well as 
the advantages of funding, and that funders operate to a 
high professional standard.

From HKIAC’s perspective, it is critical that the 
involvement of a funder does not jeopardise the 
arbitration process by providing grounds for challenge or 
set aside of an award. To prevent this, we are revising 
our rules to require a funded party to disclose the fact 
of a funding arrangement. This is to ensure that 
effective checks can be conducted by arbitral tribunals 
to ensure no conflicts of interest arise, which could 
potentially lead to a challenge against the arbitrator or 
the eventual award.
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AMC: Similarly, a lot of recent debate has been 
generated regarding the pros and cons of publishing 
awards on an anonymous basis to provide 
precedents. Does the HKIAC have a view on this?
SG: HKIAC does not have a practice of publishing 
redacted awards. Given the comprehensive 
confidentiality regime in Hong Kong, one could only 
proceed in this direction carefully. I recognise that 
there is demand in some corners for the publication 
of such materials. On the other hand, parties enjoy 
the privacy and confidentiality of their disputes in 
Hong Kong arbitrations. HKIAC is currently 
investigating ways in which it can share some of its 
internal jurisprudence and insights from its casework 
with the legal and business communities by publishing 
reports on its activities.

AMC: Who is your mentor?
SG: I have had several key mentors during my career. 
I have been lucky to have been led by excellent 
lawyers in each chapter of my career. Jennifer Kirby 
at the ICC, Brooks Daly at the PCA and Matt Gearing, 
chairperson of HKIAC. I also share Neil Kaplan as a 
mentor, along with many others who have had the 
fortune of meeting and working with him.

AMC: How is technology and the use of big data 
affecting the way that international arbitration is 
evolving? Are you now seeing people with different 
skills being called upon to be arbitrators, for 
example?
SG: Technology is already helping drive down the time 
and cost associated with arbitration, for example, law 
firms are using more technology in e-discovery 
processes to analyse data more rapidly and 
effectively. Parties file submissions electronically and 
sometimes to secured sites. This removes the need to 
transfer voluminous documents around the world. This 
year, HKIAC will introduce an online repository service 
to facilitate the electronic storage of entire case 
records. Parties and tribunals frequently hold 
meetings and hearings by video link or telephone call.

For all participants in international arbitration, 
there is increasing scrutiny and questions around 
cyber security. Much information in arbitrations is 
sensitive and confidential. It is imperative that such 
information is treated securely and that there are no 
vulnerabilities in the process by which information is 

exchanged. As a result, arbitrators are being called 
upon to improve their IT infrastructure and 
functioning, ie, using a secure email account rather 
than a gmail account, for example. HKIAC has this 
year upgraded its cybersecurity systems, including 
that all communications may be encrypted from 
HKIAC to the end recipient.

In terms of disputes around technology, we are 
seeing cases in which the parties demand that their 
case be determined by an arbitrator with experience 
in certain kinds of technology.

AMC: What is your hinterland?
SG: Outside of work I enjoy playing sport, my 
favourite being popular antipodean sports such as 
netball and touch rugby. Hong Kong has a great 
sporting culture and competition is good. I am also 
training with three colleagues to complete the 
Moontrekker in October this year, an overnight 30km 
run on Lantau Island. I have also done a lot of 
improvisational comedy theatre in my life (in 
Amsterdam and Paris) and while the scene here is a 
lot smaller, it exists and I happily get involved when I 
am in town. I am also getting married this year so am 
being inducted into the world of all-things-wedding 
related. Good times.
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Contacts: Steve Kim - Partner (steve.kim@seumlaw.com)
 Steve Ahn - Partner (steve.ahn@seumlaw.com)
 Woomi Cha (Woomi.cha@seumlaw.com)
Email:  info@seumlaw.com
Website: www.seumlaw.com

BF  CMA  INV  REG  TMT

Shin & Kim  2015  2016  2017

Tel:  (82 2) 316 4114
Email: shinkim@shinkim.com
Contact Sinseob Kang - Managing Partner
Website: www.shinkim.com

MR   COM  BF  CMA  LDR  RE

Yoon & Yang LLC  2015  2016  2017

Tel:  (82 2) 6003 7000
Email:  yoonyang@yoonyang.com
Contacts: Seung Soon Lim, Seung Soon Choi, Jinsu Jeong
Website:  www.yoonyang.com

MR  COM  E  IP  LDR  TX

Yulchon LLC  2015  2016  2017

Tel: (82-2) 528 5200
Email: mail@yulchon.com
Website:  www.yulchon.com 

MR   COM  CMA  IP  LDR  TX

Lee International IP & Law Group  
 2014  2015  2017

Tel: (82 2) 2262 6000
Email: law@international.com.
Website: www.leeinternational.com
CMA  IA  IP  LDR  RE

Deep & Far Attorneys-at-Law
Tel:  (8862) 25856688
Email:  email@deepnfar.com.tw
Contact:  Mr. C. F. Tsai
Website:  www.deepnfar.com.tw
COM  CM  E  IP  LDR

Chandler MHM Limited  2015  2016  2017

Tel: (66) 2266 6485
Email: jessada.s@chandlermhm.com
 satoshi.kawai@chandlermhm.com
Contacts: Jessada Sawatdipong, Satoshi Kawai
Website:  www.chandlermhm.com

MR  BF  CMA  ENR  PF  RE

TAIWAN

THAILAND

Russin & Vecchi  2015  2016  2017

Ho Chi Minh Office:
Tel: (84) 28 3824-3026
Email: lawyers@russinvecchi.com.vn
Contacts: Sesto E Vecchi - Managing Partner
 Nguyen Huu Minh Nhut - Partner
 Nguyen Huu Hoai - Partner 
Hanoi Office: 
Tel: (84) 24 3825-1700
Email: lawyers@russinvecchi.com.vn
Contact: Mai Minh Hang - Partner
Website: www.russinvecchi.com.vn

MR  CMA  E  IP  INS  TMT

VIETNAM

VILAF  2017

Tel:  (84) 28 3827 7300; (84) 24 39348530
Email:  duyen@vilaf.com.vn; tung@vilaf.com.vn;
 anh@vilaf.com.vn
Contact:  Vo Ha Duyen; Ngo Thanh tung;
 Dang Duong Anh
Website: www.vilaf.com.vn

MR  BF  CM  CMA  ENR  LDR

Trowers & Hamlins
Tel:   (973) 1 751 5600
Email:   bahrain@trowers.com
Contact: Louise Edwards - Office Manager
Website: www.trowers.com

BF  CMA  IF  LDR  RE

— Law Firms — 
Middle East

BAHRAIN

OMAN

UAE

Lee & Ko
Tel:  (82-2) 772 4000
Email:  mail@leeko.com
Contact:  Jae Hoon Kim
Website:  www.leeko.com
CMA  BF   LDR  TX  IP

Jipyong  2012  2016

Tel: (82-2) 6200 1600
Email: hglee@jipyong.com 
Contact: Haeng-Gyu Lee - Partner 
Website: www.jipyong.com

 BF  COM  CMA  RE  LDR

Kim & Chang  2015  2016  2017

Tel: (82-2) 3703-1114
Email:  lawkim@kimchang.com
Website:  www.kimchang.com

MR   COM  BF  CMA  IP  LDR

HMP Law
Tel:  (82-2) 772-2700
Email: desk@hmplaw.com
Contact: Mr Kyun Je Park
Website: www.hmplaw.com
CMA  FT  LS  PF  REG

Cho & Partners  2012  
Tel:  (82-2) 6207-6800
Email:  ihseo@cholaw.com
Contacts: Tae-Yeon Cho, Ik Hyun Seo
Website:  www.cholaw.com 

IP  LDR
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Beijing Arbitration Commission / 
Beijing International Arbitration Center 
(Concurrently use)
Tel: (86) 10 85659558
Email: xujie@bjac.org.cn
Contact: Mr. Terence Xu（許捷）
Website: www.bjac.org.cn

ALS International
Tel: Hong Kong – (852) 2920 9100
 Singapore – (65) 6557 4163
 Beijing – (86) 10 6567 8729
 Shanghai – (86) 10 6372 1098 
Email:  als@alsrecruit.com
Website:  alsrecruit.com

Hughes-Castell 
Tel:         Hong Kong (852) 2520 1168
        Singapore (65) 6220 2722
        Beijing (86) 10 6581 1781
        Shanghai (86) 21 2206 1200
Email:     hughes@hughes-castell.com.hk
Website:  www.hughes-castell.com

JLegal
Tel:  (65) 6818 9701
Email:  Singapore@jlegal.com
Website:  www.jlegal.com 

Hong Kong International Arbitration Centre
Tel: (852) 2525 2381
Email: adr@hkiac.org
Website:  www.hkiac.org

Maxwell Chambers Pte Ltd
Tel:  (65) 6595 9010
Email:  info@maxwell-chambers.com
Website:  http://maxwell-chambers.com

Kadampa Meditation Centre Hong Kong 
KMC HK is a registered non-profit organisation. We offer 
systematic meditation and study programmes through 
drop-in classes, day courses, lunchtime meditations, 
weekend retreats and other classes. 
Tel:  (852) 2507 2237 
Email: info@meditation.hk 
Website: www.meditation.hk

Splash Diving (HK) Limited
Learn to Dive and Fun Dive with the Winner of the PADI 
Outstanding Dive Centre/Resort Business Award!
Tel:  (852) 9047 9603, (852) 2792 4495
Email: info@splashhk.com
Website: www.splashhk.com

Impact India Foundation
An international initiative against avoidable disablement.
Promoted by the UNDP, UNICEF and the World Health 
Organization in association with the Government of India.
Tel:  (91) 22 6633 9605-7
Email:  nkshirsagar@impactindia.org
Website:  www.impactindia.org

Trowers & Hamlins LLP  2015  2016

Dubai office:
Tel: (971) 4 351 9201
Email:  dubai@trowers.com
Contact: Jehan Selim - Office Manager
Abu Dhabi office:
Tel: (971) 2 410 7600
Email:   abudhabi@trowers.com
Contact: Jehan Selim - Office Manager         
Website: www.trowers.com

MR  BF  CMA  LDR  PF  RES

Fasken Martineau
Tel:  (27) 11 586 6000
Email:  johannesburg@fasken.com
Contact:  Blaize Vance - Regional Managing Partner
Website:  www.fasken.com
CMA  E  ENR  LDR  PF

— Law Firms — 
North America

CANADA

Fasken Martineau
Tel:  (416) 366-8381
Email:  mstinson@fasken.com
Contact:  Mark Stinson, Primary Contact
Website:  www.fasken.com

BF  CMA  ENR  LDR  TMT

— Law Firms —
AFRICA

JOHANNESBURG

— Arbitration —
Services

IMF Bentham
Tel:  (65) 6622 5397, (65) 6622 5396
Contact:  Tom Glasgow - Investment Manager (Asia)
Email:  tglasgow@imf.sg
Website: www.imf.sg

Kroll
Tel: (852) 2884 7788
Contact: Tad Kageyama: tkageyama@kroll.com
Website: www.kroll.com

Pacific Legal Translations Limited
Specialist translators serving the legal community.
Tel:  (852) 2705 9456
Email: translations@paclegal.com
Website:  www.paclegal.com

Risk, Investigation 
— and Legal — 

Support Services

— Translation —

— Recruitment —

Legal Labs Recruitment
Tel: Singapore (65) 6236 0166
 Hong Kong (852) 2526 2981
Email: resume@legallabs.com
Website:  www.legallabs.com

Lewis Sanders
Tel: (852) 2537 7410
Email: recruit@lewissanders.com
Website: www.lewissanders.com

Pure
Tel:  Hong Kong (852) 2499 1611
Email:  Hong Kong infohk@puresearch.com
Tel:  Singapore (65) 6407 1200
Email:  Singapore infosg@puresearch.com
Website:  www.puresearch.com

Taylor Root
Tel:  Singapore (65) 6420 0500
  Hong Kong (852) 2973 6333
Email:  jamienewbold@taylorroot.com
Website: www.taylorroot.com

— Charitable —
Organisations

— Other Services —

MEDITATION

SPORT & LEISURE

LegalComet Pte Ltd (LEGALCOMET)
Tel:  (65) 8118 1175
Contact:  Michael Lew, Founder & CEO
Email:  michael@legalcomet.com
Website: www.legalcomet.com
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Shenzhen Court of International Arbitra-
tion (Shenzhen Arbitration commission)
Tel: (86) 755 83501700, (86) 755 25831662
Email: info@scia.com.cn
Website: www.scia.com.cn

Alternative 
— Legal Service — 

Providers

KorumLegal
Tel:   3911 1201
Email:  Titus.Rahiri@korumlegal.com
Contact:  Titus Rahiri
Website: www.korumlegal.com

Eversheds Sutherland
Tel:  (852) 2186 4953
Email:  mardiwilson@eversheds-sutherland.com
Contact:  Mardi Wilson
Website: www.eversheds-sutherland.com

LOD - Lawyers On Demand
Tel:  (65) 6326 0200
Email:  singapore@lodlaw.com 
Contact:  Oliver Mould
Website:  lodlaw.com



http://www.mycareerinlaw.com/



