Cyber Security Law

to Tighten Network Operators
and Users Supervision

The draft Cyber Security Law (the “Draft”), which
was released to solicit public comments recently,
aims to strengthen supervision over cyber
security. Measures as proposed by the Draft will
influence not only network operators directly, but
also users and all public sectors.

I Definition of network operators is broad

The Draft defines “network operators”, who will
undertake major cyber security obligations, as
“owners and administrators of network, and
network service providers which use the network
owned or administrated by others to provide
relevant services, including basic
telecommunication operators, network
information service providers and important
information system operators.”

Il Network operators bear obligations to
safeguard cyber security

The Draft reveals obligations of network
operators to safeguard network operation
security, including formulating internal security
administration system and operation rules; taking
monitoring measures to record and track network
operation; not installing malware in products,
informing users of security defects and bugs and
taking remedial actions; and providing regular
security maintenance services for their products
and services.

In general, network operators can comply with
the obligations of formulating internal security
administration rules and monitoring network
operation. However, network operators always
ignore users’ right to know security defects and
bugs and fail to provide regular security
maintenance services for their products and
services. The Draft suggests a heavy punishment
for violation of the abovementioned obligations:
a network operator who refuses to correct its
behaviors will be fined RMB 50,000 to RMB
500,000 and its officer in charge will face a fine
ranging from RMB 10,000 to RMB 100,000.

Network operators are also required to provide
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necessary assistance and support to investigation
authorities for the needs of national security and
investigating crimes.

lll. Key information infrastructure facilities
require special protections

The Draft classifies protection system of cyber
security. The base information network that
provides public communication, broadcasting and
television transmission services, the important
information systems in key industries like energy
sources, transportation, water conservancy,
finance etc.,, and in public service sectors
including water, power and gas supply, medical
treatment and social security, the military
networks, government networks of state organs
of cities divided into districts or higher levels, and
the networks and systems owned or
administrated by network service providers with
a large number of users shall be preferentially
protected. The above-mentioned networks and
systems are defined as key information
infrastructure facilities.

The Draft requires special protection measures
for the key information infrastructure facilities,
including (1) to establish special security
organization and staffs, strengthen training, data
backup, and formulate emergency response plan;
(2) to store important data within the territory;
(3) to examine and assess the network security on
a yearly basis; and (4) to run mandatory security
review.

It is clear that once networks and systems of a
network operator are determined as key
information infrastructure facilities, the network
operator will bear more responsibilities and
obligations. Except for networks and systems in
public service sectors and networks and systems
of military and government authorities, the Draft
fails to provide specific definition of “internet
service providers with a large number of users”.
Which kind of enterprises will be deemed as
“internet service providers with a large number of
users” is still an issue which needs more
discussions.

IV. Users are required to offer real identity
while network operators have obligations
to protect users’ information
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The Draft underlines that network operators
providing internet access, domain name
registration, phone and mobile phone access
network and information release services shall
require their users to offer real identity.

The Draft further emphasizes that, while
collecting and using information of users, a
network operator shall state the purpose,
method and scope of such collection and use, and
obtain users’ consent. A network operator is not
allowed to disclose, tamper, destroy, sell or
illegally provide to others users’ information. The
users’ information is defined as citizens’ personal
identity information and other information
recorded electronically or in other methods that,
alone or combined with other information, is
capable of identifying the users.

V. Users’ information release will be under
strict supervision of network operators

The Draft requires network operators to
strengthen supervisions over users’ information
release. Once a network operator discovers that
its users release or transmit information that is
prohibited by laws and relevant regulations, it
should immediately stop such information
transmission, take measures to remove the
information, prevent diffusion, save records and
report to relevant authorities.

Punishments like fine, business suspension,
website shutdown and withdrawal of business
license will be imposed on a network operator
who is in violation of the aforesaid obligations.
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This Newsletter is only offered for the purpose of
sharing information. It discusses legal developments
and should not be regarded as legal advice for specific
situations. If you wish to obtain more information,
please contact us at info@mbhplawyer.com.
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